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New FTC policy to protect children
from data collection can be tricky

To keep pace with new
internet- connected
products for children
and emerging ways to
collect data and obtain

parental consent, the Federal
Trade Commission has updated
its guidance for businesses on
complying with the Children’s
Online Privacy Protection Act
( CO P PA ) .

The FTC’s revised Six-Step
Compliance Plan for Your Busi-
ness outlines how to determine if
a business is covered by COPPA
and how to comply with the law.

The updates, released June 21,
give businesses a good reason to
review COPPA and the FTC’s
COPPA rule.

Congress enacted COPPA in
1998 to protect the safety and pri-
vacy of children under age 13 by
barring the unauthorized or un-
necessary collection of children’s
personal information online by op-
erators of websites or online ser-
v i ce s .

The FTC promulgated a rule
implementing COPPA that ap-
plies to all operators of a com-
mercial website or online service
directed to children or which col-
lects, uses or discloses personal
information from children. The
rule also applies to any operator
of a commercial website or online
service if it has actual knowledge
that it collects, uses or discloses
personal information from chil-
d re n .

The FTC’s updates target three
evolving areas. First, the revised
plan addresses new data collec-
tion technology that could affect
businesses’ COPPA obligations.
For example, voice-activated de-
vices are increasingly being used
to collect personal information
and companies that use such de-
vices may need to review their
COPPA compliance efforts.

COPPA defines “personal infor-
m at i o n” as: full name; home or
other physical address, including
street name and city or town; on-
line contact information such as an
e-mail address or video chat iden-
tifier that allows someone to con-
tact a person directly; screen
name or user name when it func-
tions as online contact information;

telephone number; Social Security
number; geolocaton information
sufficient to identify a street name
and city or town; and a persistent
identifier that can be used to rec-
ognize a user over time and
across different sites, including a
cookie number, an IP address, a
processor or device serial number
or a unique device identifier.

In addition, COPPA covers a
photo, video or audio file contain-
ing a child’s image or voice.
Therefore, if a voice-activated de-
vice simply collects a child’s voice,
it may need to be COPPA com-
pliant.

Second, the plan also adds in-
ternet-connected toys and de-
vices intended for children,
which may collect personal in-
formation including voice record-
ings and geolocation data, to the
products covered by COPPA.
Previously, COPPA applied to
sites and services if they were
directed to children under 13 or
if they collected personal infor-
mation from them or allowed
others to collect personal infor-
mation from them.

While COPPA previously explic-
itly only applied to websites and
mobile applications, the FTC is
now expanding COPPA’s reach to
include internet-connected toys
and devices.

Third, the revised plan includes
new methods for securing
parental consent before collecting
personal information online from
children under 13. Specifically, the
updated plan discusses two re-
cently approved methods for get-
ting parental consent: asking

knowledge-based authentication
questions and using facial recog-
nition to get a match with a ver-
ified photo ID.

These changes add new chal-
lenges for companies that are re-
quired to comply with COPPA —
a law which already was extraor-
dinarily difficult to understand

and to comply with. For instance,
COPPA requires that businesses
covered by the law must post a
privacy policy that clearly and
comprehensively describes how
personal information collected on-
line from children under 13 is han-
dled.

The policy must describe not
only the business’ practices, but
also the practices of any others
collecting personal information on
its site or service.

In addition, the privacy policy
must include the names and con-
tact information of all operators
collecting or maintaining chil-
d re n’s personal information
through the site or service and a
description of the personal infor-
mation collected and how it’s
used, including the types of per-
sonal information collected from
children; how it is collected; how
it will be used and whether it will
be disclosed to third parties.

If the personal information is
disclosed to third parties, the pol-
icy must reveal the types of busi-
nesses receiving the information
and how it is used. The policy also
must provide a description of
parental rights such as the right to
review their child’s personal infor-
mation, request that it be deleted

and refuse to allow any further
collection or use of the child’s in-
fo r m at i o n .

Links to the privacy policy
should be on the home page and
anywhere personal information is
collected from children. The links
should be clear and prominent —
fine print at the bottom of the
page or a link that isn’t distin-
guishable from other links on the
site is unacceptable.

But how does a business post a
privacy policy anywhere personal
information is collected from chil-
dren when the product collecting
the information is a toy — not a
website or mobile app?

COPPA also requires that web-
sites or online services give par-
ents “direct notice” of their in-
formation practices before collect-
ing personal information from
their children. The notice must
tell parents: Their online contact
information was collected for the
purpose of getting their consent;
the business wants to collect per-
sonal information from their child;
their consent is required for the
collection, use and disclosure of
the information; the specific per-
sonal information to be collected
and how it might be disclosed to
others; a link to the online privacy
policy; how parents can give their
consent; and that if the parent
d o e s n’t consent within a reason-
able time, the company will delete
the parent’s online contact infor-
m at i o n .

Normally, websites and online
service providers will collect a
p a re n t s ’ e-mail address from a
child to deliver this direct notice.
However, how can a toy collect a
p a re n t s ’ e-mail address? And can
the toy collect the parents’ e -mail
address to deliver the direct no-
tice before collecting any personal
information from the child?

While these COPPA updates do
answer several questions for com-
panies that must comply with
COPPA, it leaves just as many
questions unanswered.

Therefore, companies must not
only determine whether they
must comply with COPPA but al-
so whether they can find a way to
comply with COPPA — wh i c h
may be more difficult.

... can the toy collect the parents’ e-mail address
to deliver the direct notice before collecting any

personal information from the child?
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