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FTC plays hard ball, fines LifeLock
for violating customer privacy order

The Federal Trade Com-
mission recently
demonstrated that it
d o e s n’t fool around
when a business vio-

lates an order requiring it to im-
prove security measures with cus-
tomer personal information.

Ironically, the company in ques-
tion is LifeLock, a provider of
identity theft protection services.

LifeLock must pay $100 million
— the largest monetary penalty
the agency has ever levied in an
order-enforcement action — to set-
tle contempt charges for violating
a 2010 court order. The 2010 order
was intended to settle a lawsuit
filed in an Arizona federal court by
the FTC and the attorneys general
of 35 states including Illinois, ac-
cusing LifeLock of deceptive ad-
vertising practices and failing to
secure customers’ personal data.
“While LifeLock promised con-

sumers complete protection
against all types of identity theft,
in truth, the protection it actually
provided left enough holes that
you could drive a truck through
i t ,” then-FTC Chairman Jon Lei-
bowitz said in a 2010 statement.

The settlement also required
LifeLock to pay a fine of $12 mil-
lion — $11 million to the FTC and
$1 million to the state attorneys
general — and to take tougher
measures to protect customers’
personal information.

In addition, the order prohib-
ited LifeLock from making decep-
tive advertising claims.

LifeLock apparently didn’t fol-
low through, and the federal gov-
ernment investigated.

The $100 million penalty is no
mere slap on the wrist for Life-
Lock; the company announced
last month that its total 2015 rev-
enue was between $586 million to
$587 million. And it clearly
demonstrates the FTC’s readiness
to crack down — hard — on busi-
nesses that flout the agency’s au-
t h o r i ty.

The previous record for an FTC
order-enforcement penalty was
$22.5 million (against Google in
2012 for breaking its promise not

to install tracking cookies on Sa-
fari users’ computers). This set-
tlement with LifeLock is in a
whole different sphere, given its
substantially higher price tag.

The harshness reflects not only
the company’s failure to adhere to
the previous settlement, but also
that the company failure to fulfill
its responsibilities as a provider of
identity theft protection services.
“The fact that consumers paid

LifeLock for help in protecting
their sensitive personal informa-
tion makes the charges in this
case particularly troubling,” FTC
Chairwoman Edith Ramirez noted
in a statement on Dec. 17, 2015.

The FTC asserts that LifeLock
violated the 2010 order by failing
to establish and maintain a com-
prehensive information security
program and compounded the vi-
olation by falsely advertising that
it protected consumers’ s e n s i t i ve
data with the same high-level safe-
guards used by financial institu-
tions.

The contempt suit also alleges
that LifeLock did not follow the
record-keeping requirements of
the 2010 order and falsely adver-
tised that it would send alerts “as
soon as” it received any indication
that a consumer may be a victim
of identity theft.

According to the FTC’s com-
plaint, LifeLock has stated in its
advertisements: “By now you’ve
heard about individuals whose
identities have been stolen by
identity thieves. … LifeLock pro-
tects against this ever happening
to you. Guaranteed.” LifeLock has
also stated: “Do you ever worry
about identity theft? If so, it’s time
you got to know LifeLock. We
work to stop identity theft before
it happens.”

According to the FTC, the fraud
alerts Lifelock placed on cus-
t o m e rs ’ credit files protected
them against only certain forms of
identity theft. Fraud alerts warn
creditors opening new accounts
“to take reasonable measures to
verify that the individual applying
for credit actually is who he or
she claims to be, but in some in-

stances, identity thieves can
thwart even reasonable precau-
t i o n s ,” the FTC explained in the
co m p l a i n t .

While these fraud alerts are
most effective in protecting new
accounts, new account fraud con-
stitute less than 20 percent of
identity theft incidents, according
to the agency.

Fraud alerts provided no pro-
tection against the misuse of ex-
isting accounts, which is the most
common type of identity theft.
Contrary to LifeLock’s claims,
complete protection, even for the
types of identity theft for which
fraud alerts are most effective,
cannot be guaranteed, according
to the agency.

Further, the FTC maintained
LifeLock did not protect cus-
tomers from medical identity theft
or employment identity theft in
which hackers steal personal in-
formation to get medical care or
apply for jobs.

LifeLock advertised that it would
prevent unauthorized changes to
c u s t o m e rs ’ address information,
that it constantly monitored activ-
ity on customer credit reports, and
that it would ensure a customer
always received a telephone call
from a potential creditor before a
new account was opened.

According to the complaint, the
FTC’s investigation determined
those claims were all false.

Perhaps most egregious, how-
ever, was that the FTC found Life-
L ock’s own internal data security
practices to be inadequate. Life-
Lock, which routinely collected
c u s t o m e rs ’ personal information,
including their Social Security
numbers and credit card num-
bers, promised in its advertising:
“All stored personal data is elec-
tronically encrypted.” It also
claimed: “Only authorized employ-
ees of LifeLock will have access to
the data that you provide to us,
and that access is granted only on
a ‘need to know’ b a s i s .”

According to the FTC, these
claims weren’t true, either. The
agency determined that LifeLock’s
data was not encrypted and sen-
sitive consumer information was
not shared only on a need-to-
know basis, making LifeLock’s
own data system was vulnerable.

To settle the contempt charges,
LifeLock must deposit $100 mil-
lion with the Arizona federal
court, of which $68 million will be
used to reimburse fees paid to
LifeLock by customers injured as
a result of the company’s viola-
tions, including the settlement of
a consumer class action in Ari-
zona related to the same adver-
tising and data security claims.

The remaining $32 million will
go toward settlements between
LifeLock and the state attorneys
general. In addition, the record-
keeping provisions instituted in
2010 have been extended to 13
years from the date of the original
o rd e r.

In a statement, LifeLock said,
“As a part of the settlement, Life-
Lock neither confirms nor denies
the allegations of the parties.”

The company also pointed out:
“The allegations raised by the
FTC are related to advertise-
ments that we no longer run and
policies that are no longer in
place. The settlement does not re-
quire us to change any of our
current products or practices.
Furthermore, there is no evidence
that LifeLock has ever had any of
its customers’ data stolen, and the
FTC did not allege otherwise.”
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