
The New York State Department of Financial 

Services recently announced proposed cybersecurity 

requirements that would apply to financial services 

companies, insurance companies and banks. Aimed 

at protecting customer information and the information 

technology systems of DFS-regulated entities from 

cyberattacks, the proposed regulations would require 

covered financial services companies to assess their 

specific risk profiles and design cybersecurity programs 

that address their risks in a “robust fashion.” While 

the DFS claims that its proposed rules are not “overly 

prescriptive” so that cybersecurity programs can match 

the relevant risks and keep pace with technological 

advances, the regulations contain numerous mandatory 

requirements that will likely increase operational and 

compliance costs for companies governed by them. 

Under the regulations, companies must identify internal 

and external cyber risks by identifying the nonpublic 

information they collect and store, the sensitivity of 

that nonpublic information, and how and by whom 

the information may be accessed. The regulations 

broadly define nonpublic information to include any 

information an individual provides in connection with 

the seeking or obtaining of any financial product or 

service – a definition that captures far more data than 

what New York’s existing data protection law defines 

as “personal information.” The definition incorporates 

the federal Gramm-Leach-Bliley Act definition of 

customer information, bringing under the regulations 

information that a consumer provides to a financial 

institution or insurance company to obtain a product or 

service, information resulting from the transaction and 

any information that the company obtains about the 

consumer in connection with providing the product  

or service. 

Regulated entities must implement and maintain 

a comprehensive written cybersecurity policy that 

addresses a number of different areas, including system 

and information security, customer data privacy, and 

vendor and third-party service provider management. 

The policy must be reviewed by the board of directors 

and approved by a senior officer. Companies must 

designate a chief information security officer responsible 

for implementing and overseeing the cybersecurity 

program (this requirement may be met using a third-

party service provider instead of an employee of the 

company). The CISO must develop and issue a biannual 

report assessing the effectiveness of the cybersecurity 
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program for their boards and the DFS. The regulations 

also require that the boards of these companies perform 

annual risk assessments. 

The cybersecurity program must also include 

annual penetration testing and quarterly vulnerability 

assessments; audit trail systems; limitations on access 

privileges; multifactor authentication and encryption 

of nonpublic information “at rest,” not just while in 

transit; and timely destruction of information. It must 

also provide for personnel training and monitoring 

of authorized users and limited information access. 

Companies must put in place qualified personnel to 

manage the cybersecurity risks and core cybersecurity 

functions, and they must provide regular cybersecurity 

updates and training sessions. (Companies may  

also use a third-party service provider to meet  

these requirements.)

The regulations require that senior managers of 

regulated entities must also certify annually to the DFS 

superintendent that the entity is in compliance with the 

regulations. Companies must maintain for five years 

the records supporting certification and make them 

available for examination by the DFS.

Companies must also establish a data breach 

incidence response plan that addresses responding 

to and recovering from a cybersecurity breach. In 

the event of a breach or attempted breach involving 

nonpublic information, companies must notify the DFS 

superintendent within 72 hours. The company must 

also notify the superintendent within 72 hours of any 

“material risk of imminent harm” a company identifies 

relating to the cybersecurity program and must include 

these material risks in its annual certification report.

Given New York’s importance in the financial services 

industry, the effects of the proposed requirements likely 

will be felt across the country – and other regulators 

may follow New York’s example. The proposed rules 

are now subject to a 45-day notice and public comment 

period, which ends on Nov. 12, 2016. The rules are set 

to take effect on Jan. 1, 2017, and covered companies 

would have only 180 days to put in place the required 

programs. In light of this extremely short time frame, 

financial services companies must be prepared 

to reassess their cybersecurity risks, policies and 

procedures; enhance their cybersecurity programs; and 

document their compliance efforts.  

For more information on this development or assistance 

complying with these regulations, please contact 

Ieuan Jolly at ijolly@loeb.com or 212.407.4810.
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