
Last night the European Commission announced final 

agreement on the General Data Protection Regulation, 

the EU-wide data protection framework that will replace 

the current fragmented structure under the nearly 

20-year-old Data Protection Directive. The GDPR will 

govern privacy and data protection compliance and 

enforcement across all 28 member states in the EU 

and provide data protection safeguards for Europe’s 

500 million citizens. While the text of GDPR still needs 

to be finalized, the Regulation means that the EU will 

now have the most extensive data protection laws in the 

world, setting global standards.

Key elements of the proposed Regulation include:

n  Extraterritorial reach. The Regulation will apply to all 

companies that collect data on EU data subjects, and 

will not require the data controller to be “established in 

the EU.” For example, it may be that a company falls 

within the jurisdictional scope of the GDPR if it uses 

tracking technologies on an EU-based device.

n  Increased sanctions, including fines of up to 4 percent 

of a company’s annual global turnover for companies 

that violate data protection rules.  

n  A right of action, as well as for compensation, for 

individuals who suffer data breaches.

n  Enhanced privacy rights for all individuals, including 

the right of access to and correction of their personal 

data, as well as the right to be forgotten and the right 

to data portability. 

n  Greater transparency requirements on controllers to 

provide accessible information to individuals on their 

data collection and processing practices.

n  Stronger consent requirements (including guidance 

that the current practice of gaining consent through 

the use of passive Terms of Service would be 

inadequate under the GDPR).

n  Breach notification requirements for controllers and 

processors of personal data. 

n  The inclusion of “profiling” — a new category of data 

processing — with specific limitations on its use. 

n  Data processor liability for privacy or security 

violations or breaches. The Regulation will apply 

both to “controllers” and to “processors,” meaning 

service provider businesses (e.g., data hosting or 

cloud providers, payment processing providers, 

data analytic vendors) that previously had not been 

directly subject to EU data protection compliance 
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requirements will find themselves caught by the  

new rules.

n  Stronger restrictions on the collection and use of data 

from children, and limits on profiling of children. 

n  More companies would need to appoint a data 

protection officer, including companies in the public 

sector, large entities and enterprises in which core 

activities consist of processing operations. 

n  More stringent requirements for companies to 

document that their policies are in compliance with 

the GDPR. 

n  A new framework for the assessment by the 

Commission of the adequacy of privacy and  

data protection afforded by other countries for  

cross-border transfers. 

The European Parliament and the Council will need 

to formally adopt the GDPR (expected in early 2016), 

and then the new rules will go fully into effect two 

years after adoption. The overhaul of European 

privacy rules will have a significant impact on all 

businesses that process the data of EU citizens, 

and will require extensive analysis of compliance 

obligations and the implementation of new privacy 

procedures and protocols. As the full detail of the 

Regulation becomes available, we will provide further 

analysis and suggest practical steps businesses can 

take to achieve compliance.

For more information on the implications of the GDPR 

or navigating global privacy requirements, please 

contact Ieuan Jolly at ijolly@loeb.com.

This alert is a publication of Loeb & Loeb and is intended to provide 
information on recent legal developments. This alert does not create or 
continue an attorney client relationship nor should it be construed as 
legal advice or an opinion on specific situations. 

© 2015 Loeb & Loeb LLP. All rights reserved.

http://www.loeb.com/attorney-ieuanjolly
mailto:ijolly%40loeb.com?subject=


Advanced Media and Technology Practice

KENNETH A. ADLER KADLER@LoEb.com 212.407.4284 

ELIZAbETH J. ALLEN EALLEN@LoEb.com 312.464.3102 

AMIR AZARAN AAZARAN@LoEb.com 312.464.3330

IVY KAGAN bIERmAN IbIERmAN@LoEb.com 310.282.2327

cHRISTIAN D. cARboNE ccARboNE@LoEb.com 212.407.4852

mARc cHAmLIN mcHAmLIN@LoEb.com 212.407.4855

mEG cHARENDoFF  mcHARENDoFF@LoEb.com 212.407.4069

ALESoN cLARKE AcLARKE@LoEb.com 310.282.2240

PATRIcK N. DoWNES PDoWNES@LoEb.com 310.282.2352

cRAIG A. EmANUEL cEmANUEL@LoEb.com 310.282.2262

KENNETH R. FLoRIN KFLoRIN@LoEb.com 212.407.4966

DANIEL D. FRoHLING DFRoHLING@LoEb.com 312.464.3122

TATYANA V. GILLES TGILLES@LoEb.com 312.464.3125

DAVID W. GRAcE DGRAcE@LoEb.com 310.282.2108

NATHAN J. HoLE NHoLE@LoEb.com 312.464.3110

MELANIE J. HOWARD mHoWARD@LoEb.com 310.282.2143

THOMAS P. JIRGAL  TJIRGAL@LoEb.com 312.464.3150

IEUAN JOLLY  IJoLLY@LoEb.com 212.407.4810

CAROL M. KAPLAN cKAPLAN@LoEb.com 212.407.4142

ELIZABETH H. KIM EKIm@LoEb.com 212.407.4928

JANICE D. KUBOW JKUboW@LoEb.com 212.407.4191

JESSIcA b. LEE JbLEE@LoEb.com 212.407.4073

ScoTT S. LIEbmAN SLIEbmAN@LoEb.com 212.407.4838

DAVID G. MALLEN DmALLEN@LoEb.com 212.407.4286

DoUGLAS N. mASTERS DmASTERS@LoEb.com 312.464.3144

NERISSA COYLE MCGINN  NmcGINN@LoEb.com 312.464.3130

ANNE KENNEDY MCGUIRE  AmcGUIRE@LoEb.com 212.407.4143

DANIEL G. mURPHY DmURPHY@LoEb.com 310.282.2215

BRIAN NIXON  bNIxoN@LoEb.com 202.618.5013

ELISABETH O'NEILL LoNEILL@LoEb.com 312.464.3149

SUE K. PAIK SPAIK@LoEb.com 312.464.3119

KELI M. ROGERS-LOPEZ  KRoGERS-LoPEZ@LoEb.com 310.282.2306

SETH A. ROSE  SRoSE@LoEb.com 312.464.3177 

JULIE E. RUBASH  JRUbASH@LoEb.com 310.282.2252

ROBERT MICHAEL SANCHEZ  RSANcHEZ@LoEb.com 212.407.4173

ALISON SCHWARTZ AScHWARTZ@LoEb.com 312.464.3169

MEREDITH SILLER mSILLER@LoEb.com 310.282.2294

bARRY I. SLoTNIcK bSLoTNIcK@LoEb.com 212.407.4162

bRIAN R. SocoLoW bSocoLoW@LoEb.com 212.407.4872

AKIbA STERN ASTERN@LoEb.com 212.407.4235

JAmES D. TAYLoR JTAYLoR@LoEb.com 212.407.4895

JILL WESTMORELAND JWESTmoRELAND@LoEb.com 212.407.4019

DEBRA A. WHITE DWHITE@LoEb.com 212.407.4216

mIcHAEL P. ZWEIG mZWEIG@LoEb.com 212.407.4960


