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Illinois finds itself at forefront of
facial-recognition litigation
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particular individual, in the same
way that a fingerprint or voiceprint uniquely identifies one and
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Shutterfly not only collects
and uses individuals’ unique
biometric information to identify
them by name but also allegedly
to identify them by gender, age,
race and location.
In a Sept. 16 motion to dismiss,
Shutterfly argued that the BIPA
does not apply to photographs
and the information derived
from them. In fact, Shutterfly
contends the state legislature
specifically excluded photographs from the statutory
language.
Facebook, another business
that relies on users uploading
photos, has been hit with at least
four proposed class actions in
five months. All of the lawsuits
allege the social network giant is
illegally collecting and storing
users’ biometric data.
Carlos Licata in April filed suit
in state court, alleging that
Facebook shows “a brazen disregard” for users’ privacy rights
and violates the BIPA by not
disclosing that its tag suggestion
feature uses facial-recognition
software to scan uploaded
photos and extract unique
biometric information to identify
individuals. Licata further claims
Facebook launched its tag
suggestion feature in 2010 and
automatically enrolled users in
the facial-recognition system
without obtaining their
informed, written consent.
Three other lawsuits
asserting nearly identical claims
were filed against Facebook in
federal court. All four actions
seek class certification and
statutory damages of $5,000 for
every intentional and reckless
violation of the BIPA or, alternatively, statutory damages of
$1,000 for every violation
deemed negligent.

Copyright © 2015 Law Bulletin Publishing Company. All rights reserved. Reprinted with permission from Law Bulletin Publishing Company.

Given the sheer number of
users and photos involved, statutory damages for each violation
could have a severe financial
impact on both Facebook and
Shutterfly.
No federal laws specifically
regulate the use of biometric
data, but the GAO and Federal
Trade Commission have studied
the privacy issues involved in
facial recognition technology. As
the statutory history of the BIPA
recognizes, use of biometric data
poses potentially serious privacy
challenges, in large part because
biometric identifiers are unlike
other personal identifiers: “For
example, Social Security
numbers, when compromised,
can be changed. Biometrics,
however, are biologically unique
to the individual; therefore, once
compromised, the individual has
no recourse, is at heightened risk
for identity theft, and is likely to
withdraw from biometric-facili-

tated transactions.”
While the GAO report to Sen.
Al Franken, D-Minn., the ranking
member on the Senate Judiciary
Committee’s Subcommittee on
Privacy, Technology and the Law,
makes no recommendations, it
recognizes that federal privacy
law must adapt to address new
technologies and reiterates a
“2013 suggestion that Congress
strengthen the current
consumer privacy framework to
reflect the effects of changes in
technology and the marketplace.”
In 2012, the Federal Trade
Commission addressed the
emerging privacy issues posed
by facial recognition technology
in its publication of “Facing
Facts: Best Practices for
Common Uses of Facial
Recognition Technologies.” The
FTC urged companies to maintain reasonable data security
protections for consumers’

images and biometric information collected from those images
as well as appropriate retention
and disposal practices of that
data. The agency also recommends notifying consumers
when facial-recognition technologies are used.
In particular, the FTC advised
that social networks using a
facial-recognition feature “should
provide users with a clear notice
— outside of a privacy policy —
about how the feature works,
what data it collects and how it
will use the data.” In addition,
consumers should be given “(1)
an easy to find, meaningful
choice not to have their
biometric data collected and
used for facial recognition; and
(2) the ability to turn off the
feature at any time and delete
any biometric data previously
collected from their tagged
photos.”
Finally, the FTC recom-

mended that facial-recognition
technology should not be used to
identify images of a consumer to
someone who could not otherwise identify him or her, without
obtaining the consumer’s affirmative express consent.
For the moment, Illinois seems
to be the epicenter of the facialrecognition controversy. Texas
may have passed its law regulating biometric data before
Illinois, but no lawsuits have yet
been filed asserting violations of
that law. While federal regulation
of the collection and use of
biometric data has been on the
radar for a few years, much like
other privacy issues, it does not
seem to be gaining traction in
Congress.
And it seems unclear whether
the FTC will take its regulatory
and enforcement eyes off of its
efforts in the area of data security to focus on the narrower
issue of biometric data.
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