
Snapchat, a mobile app that lets users send photos 
and videos that self-destruct within ten seconds, settled 
FTC charges relating to the app’s ephemeral message 
feature and the app’s data collection and security 
features. This settlement is notable because some of the 
“misrepresentations” in Snapchat’s privacy policy were due 
to new third-party technology used to access Snapchat 
pictures and photos. While Snapchat’s privacy policy 
may have been accurate when Snapchat launched, the 
FTC claims it was no longer accurate once these new 
technologies were widely available.  This settlement is a 
reminder that companies have to remain vigilant by testing 
and analyzing new technology and determining how such 
developments may affect their privacy policy.

Ephemeral Messages

The Snapchat app lets users send a photo or video to 
a friend. Before sending the photo or video, the sender 
chooses a time period - up to ten seconds - during which the 
recipient can view the photo or video. In product descriptions 
on the iTunes App Store and Google Play, Snapchat 
indicated that “You control how long your friends can view 
your message - simply set the time up to ten seconds and 
send. They’ll have that long to view the message then 
it disappears forever. We'll let you know if they take a 
screenshot.”

Snapchat also described the ephemeral nature of its 
messaging system in its FAQ:

“Is there any way to view an image after the time has 
expired? 

No, snaps disappear after the timer runs out. …”

Snapchat launched its mobile app for Apple devices in 
September 2011 and for Android devices in October 2012. 
According to the FTC, by early 2013 there were several 

low-cost and widely available methods to save a photo or 
video sent via Snapchat. In addition, there was at least one 
way for a recipient to take a screenshot of a photo or video 
without detection, preventing Snapchat from notifying the 
sender that a screenshot had been taken.

The FTC claimed that Snapchat’s representations that 
messages sent using its service would disappear forever 
were false or misleading because some messages did 
not disappear forever. In addition, the FTC claimed that 
Snapchat’s statement that senders would be notified if a 
recipient took a screenshot was also false or misleading.

Data Collection and Security

Snapchat also settled FTC charges that it collected users’ 
contacts’ information from their address books without notice 
or consent and transmitted users’ location despite stating in 
its privacy policy that it did not “ask for, track, or access any 
location-specific information from your device at any time 
while you are using the Snapchat application.”

The FTC also claimed that Snapchat failed to securely 
design its Find Friends feature.  For example, Snapchat did 
not verify a user’s phone number during registration, so an 
individual could create a Snapchat account with someone 
else's phone number. According to the FTC, consumers 
complained to Snapchat that they had disclosed photos 
containing personal information to unintended recipients 
and that accounts associated with their phone numbers 
had been used to send inappropriate or offensive snaps. 
The FTC claimed that Snapchat could have prevented the 
misuse and unintentional disclosure of consumers’ personal 
information by verifying phone numbers using common and 
readily available methods.
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Finally, the FTC claimed that Snapchat failed to implement 
effective restrictions on the Find Friends feature which led 
to the hacking of phone numbers and user names of 4.6 
million Snapchat users.

“If a company markets privacy and security as key selling 
points in pitching its service to consumers, it is critical 
that it keep those promises,” said FTC Chairwoman Edith 
Ramirez. “Any company that makes misrepresentations to 
consumers about its privacy and security practices risks 
FTC action.”

For more information about this FTC action, or other 
privacy related matters, please contact Nerissa McGinn at 
312.464.3130 or nmcginn@loeb.com.
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