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Texas AG Is First State to Target Web Sites for COPPA Violations

The Texas attorney general has announced that it has filed
enforcement actions against two web sites that appeal

to children. This is the first reported action by a state to
enforce the federal Children’s Online Privacy Protection Act
which prohibits the collection of personal information from
children under 13 without parental consent and requires
web sites to provide notice of their information collection
practices.

The Attorney General filed complaints against TheDollPal-
ace.com and GamesRadar.com. GamesRadar.com pro-
vides information, contests and demonstrations relating to
popular video games, including games that might appeal to
children under 13 such as Disney’s Chicken Little, Ice Age
2, and Cars (these are video games based on the ani-
mated movies of the same name). The site also provides
chat rooms and information about video games targeted to
older children and adults, including games that are violent
or have sexual content. In order to access the site, a user
must register and provide his or her name, postal address,
email address, gender and date of birth. To enter the year
of birth, a user clicks on a drop down menu, but the menu
only provides years that correspond to someone aged

13 or older. This means that if a child tries to register and
clicks on the date of birth drop down menu, he or she can-
not select a year of birth that would make the user younger
than 13. The Attorney General argued that this feature en-
courages children to lie about their age so they can register
for the site. The Attorney General also claimed that the site
fails to obtain verifiable parental consent, fails to provide
parents with notice of its information collection practices,
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and fails to adequately disclose its information collection
practices in its privacy policy.

TheDollPalace.com allows users to create and play with
animated dolls on the web site. The site also offers chat
rooms and a "friends" feature that lets users contact friends
that like the same dolls. To register for the site, a user must
provide his or her name, age, gender, email address, city,
and zip code. To register for the "friends" feature, a user
must also complete a profile that asks for personal informa-
tion such as height, weight, eye color, and whether the user
accesses the Internet on his or her own computer or uses a
public computer. If a child under 13 registers, the web site
asks "Is a parent with you right now?" If the child answers
"Yes," he or she is directed to a "permission" page that re-
quires him or her to click "OK" to complete the registration.
If a child answers "No," the child must provide an email
address for a parent, and is then allowed to complete the
registration. The email address can be the same address
the child entered as his or her own address. The Attorney
General claimed that the site violates COPPA because its
parental consent mechanism is not adequate to provide
verifiable consent and because the site does not disclose
its information collection practices or provide parents with
an opportunity to review or revoke their consent.

While the Federal Trade Commission has brought numer-
ous enforcement actions for COPPA violations, these two
enforcement actions are a reminder that state Attorneys

General can and do also enforce COPPA. Thus, web site
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operators that operate web sites directed to, or likely to

attract, children under 13 should ensure that their sites are
COPPA compliant. For information regarding COPPA, you

can find the FTC's guidelines at http://www.ftc.gov/bcp/
conline/pubs/buspubs/coppa.shtm. In addition, web site

operators should review the guidelines promulgated by the

Children’s Advertising Review Unit (CARU) of the Better
Business Bureau located at http://www.caru.org/guide-

lines/index.asp as CARU actively monitors children’s web

sites to ensure COPPA compliance.

For more information on the content of this alert, please contact
a member of Loeb & Loeb’s Advertising and Promotions Group.

If you received this alert from someone else and would like to
be added to the distribution list, please send an email to

Advertising and Promotions Group

alerts@loeb.com and we will be happy to include you in the
distribution of future reports.

This alert is a publication of Loeb & Loeb and is intended to provide

information on recent legal developments. This alert does not create
or continue an attorney client relationship nor should it be construed
as legal advice or an opinion on specific situations.
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