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So your company has been hacked —
now what? FTC offers some guidance
his year has been a
rough one for data
breaches, proving
that even the most
sophisticated companies, from social media companies to technology giants, are
not immune.
In March, hackers tricked an
employee at Snapchat into e-mailing them sensitive personal information belonging to 700 current
and former employees and stole
information belonging to approximately 1.5 million customers.
In May, LinkedIn saw 117 million e-mail and password combinations stolen in 2012 published
online. And this year hackers
stole information belonging to
approximately 1.5 million customers of Verizon Enterprise Solutions, which ironically provides
IT services and data breach assistance to businesses worldwide.
And in September, after multiple media outlets reported on the
story, Yahoo confirmed that it
suffered the biggest data theft of
all time from a single website,
when a hacker working for a foreign government stole personal
information, including users’ email addresses, passwords, full
names, dates of birth and telephone numbers, from at least
500 million Yahoo user accounts
in late 2014.
Even federal agencies aren’t
adequately immune. In February,
hackers breached the U.S. Justice Department’s database and
stole information on 10,000 Department of Homeland Security
employees, and a subsequent attack on the Internal Revenue
Service compromised the personal information of more than
100,000 American taxpayers.
That huge data breaches involving consumers’ personal information make headlines is
clear. What’s less clear, from the
perspective of businesses, is
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“Good communication up
front can limit customers’ concerns and frustration, saving
your company time and money
later,” the guide advises. What
information should be released
and when requires balancing the
need to prevent disseminating
misleading or incomplete information with the risk of withholding key details that could help
consumers to protect their information. The FTC suggests that
companies try to anticipate questions and post clear, plain-language answers on their websites.
Finally, a significant portion of
the guide is devoted to notifying
law enforcement, other affected
businesses and the affected individuals.
In addition to state laws, other
federal and state regulations
may apply to organizations in
certain industries, such as a
breach involving health data. If
the breach involves electronic
health information, the organization may be subject to the FTC’s
Health Breach Notification Rule,
which requires notifying the
agency and, in certain cases, the
media.
Organizations covered by the
HIPAA Breach Notification Rule
must notify the secretary of
Health and Human Services and,

in some cases, the media.
In the event of a data breach,
companies should contact the
local police department immediately to report the situation and
the potential for identity theft. If
the local police aren’t familiar
with investigating information
breaches, the FTC recommends
contacting the local office of the
FBI or U.S. Secret Service. If
mail theft is involved, the U.S.
Postal Inspection Service should
be notified.
Other businesses may need to
be notified. For example, if account access information such as
credit card or bank account
numbers has been stolen, but the
company doesn’t maintain those
accounts, the company must contact the institutions that do, so
they can monitor the accounts
for fraudulent activity. If names
and Social Security numbers
have been stolen, the FTC urges
organizations to contact the
major credit bureaus — Equifax,
Experian and TransUnion — for
advice, particularly if the breach
involves a large group of people.
Unfortunately, hackers who
steal names and Social Security
numbers can use that information not only to sign up for new
accounts in the victim’s name,
but also to commit tax identity

theft.
“People who are notified early
can take steps to limit the damage,” the guide points out. In deciding whom to notify and how,
consider: state laws, the nature
of the compromise, the type of
information taken, the likelihood
of misuse and the potential damage if the information is misused.
The guide suggests that businesses designate a point person
in the organization to release information to those affected by
the breach. The FTC offers sample letters, websites and toll-free
numbers to communicate with
people whose information may
have been compromised.
Many businesses also offer at
least one year of free credit monitoring or other support such as
identity theft protection or identity restoration services, particularly if financial information or
Social Security numbers were
exposed.
The FTC recommends being
as transparent as possible by
clearly communicating what is
known about the breach, including how it happened, what information was taken, how the stolen
information was used if known,
what actions are being taken to
remedy the situation and how to
reach the relevant contacts in

the organization. Some companies update consumers on their
websites. “This gives consumers
a place they can go at any time to
see the latest information,” the
guide explains.
The organization also should
encourage individuals who discover that their information has
been misused to file a complaint
with the FTC via
IdentityTheft.gov, the guide
notes. This information is entered into the Consumer Sentinel Network, a secure, online
database available to civil and
criminal law enforcement agencies.
The guide emphasizes the
FTC’s role as a partner in responding to data breaches, offering contact information for
individualized guidance and resources such as the agency’s consumer response center, which
fields calls from people affected
by data breaches and a national
victim complaint database.
With all of the information it
provides, a key takeaway from
the FTC guide is that hackers
are unlikely to be deterred from
finding new ways to steal consumers’ personal information, so
organizations need to be prepared for when — not if — they
suffer a data breach.
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