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How invalidation of EU-U.S. Safe Harbor
framework may affect U.S. companies
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The CJEU was asked to
determine whether the Data
Protection Authorities of EU
member states are bound by the
European commission’s ruling on
the adequacy of the Safe Harbor
framework.
The CJEU held that it was the
ultimate authority for determining whether a European
commission’s decision is valid,
and data protection authorities,
in addressing a claim brought by
an EU citizen, are not bound by
the European Commission’s
determination. The court went
on to hold that the Safe Harbor
framework was inadequate to
ensure the data privacy of EU
citizens, in part because of the
potential for government and law
enforcement intrusions on
privacy and the lack of judicial
redress in the United States for
affected EU citizens.
What’s the real impact?
The decision affects any
company that previously relied
on the Safe Harbor — large and
small companies across a range
of industries. Most obviously, the
decision affects U.S.-based social
networks and providers of data
hosting, storage, cloud services
and data analytics.
But EU-based companies are
also affected if they engage the
services of American companies
in a manner that involves data
transfer, such as European cloud
services that manage the data of
EU citizens but use servers in
the United States.
The ruling also affects multinationals, regardless of industry,
if they transfer data internally
across borders, whether the data
relates to customers or
employees. About 4,000
companies have self-certified
under the Safe Harbor framework and must now reconsider
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their data privacy practices and
compliance plans.
While the CJEU’s decision
justifiably has incited anxiety
among companies relying on the
Safe Harbor, there are reasons to
give pause before investing
substantial compliance
resources. Legally, the CJEU
ruling did not in fact hold that
Facebook violated the claimant’s
privacy rights. Rather, the court
invalidated the Safe Harbor as a
defense against liability and sent
the case back to Ireland.
The point here is that the
collapse of the Safe Harbor did
not equate to instant liability for
every company self-certifying
under the framework. In the
wake of the decision, the data
privacy community immediately
looked to company-specific
solutions — particularly,

contractual solutions to replace
the Safe Harbor as a defense
against liability.
EU data authorities have given
officials in the U.S. Department
of Commerce and the European
commission until Jan. 31 to put
into place a revamped
framework before they will
initiate any enforcement actions.
And on Oct. 26, less than three
weeks after the CJEU released
its ruling, the EU commissioner
announced that EU and U.S.
regulators had reached an
“agreement in principle” with
expedited negotiations ongoing
to work out “how to ensure that
these commitments are binding
enough to fully meet the requirements of the court.”
Regulators on both sides of the
Atlantic recognize that crossborder data transfers are critical

and that a near-immediate “fix”
is necessary to ensure that
fundamental privacy rights are
protected without derailing U.SEU commerce.
Regulators in the United
States have called for a regime
that is effective and transparent.
The FTC, in particular, has
exercised its enforcement
powers around the Safe Harbor
framework, and in a recent
speech, FTC Commissioner Julie
Brill emphasized the agency’s
role in prosecuting unfair and
deceptive practices, including a
company’s failure to live up to its
avowed privacy policies.
Lawmakers and technology
industry representatives also
seem to recognize that, although
a new EU-U.S. data transfer
framework is critical, the United
States will soon need to enact

stronger data security and
privacy laws.
In separate hearings on Nov. 3
before the House Energy and
Commerce Committee and the
House Judiciary Committee,
members of the House, representatives from tech industry trade
groups and privacy advocates
reportedly called for stronger
national data security standards,
federal consumer privacy legislation and reforms to government
surveillance practices, including
those that influenced the CJEU’s
decision to invalidate the Safe
Harbor.
Given all this, the regulatory
landscape surrounding data
privacy and security is certain to
evolve over the coming weeks
and months, although the full
impact of the Schrems decision
remains to be seen.
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