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security experts, consumers and
ve n d o rs ’ employees, who have
knowledge about the company’s
data security practices.

Some companies are subject to
statutes such as the Gramm-
Leach-Bliley Act, which require fi-
nancial institutions to explain
their information-sharing prac-
tices to their customers and to
safeguard sensitive data, or the
Fair Credit Reporting Act, which
governs the collection, dissemina-
tion and use of consumer credit
information. If so, the FTC will
evaluate the company’s compli-

ance with those regulations.
If a data breach triggers the

investigation, the agency will zero
in on the likely or actual harm the
breach may have caused to con-
s u m e rs .
“As a consumer protection

age n c y,” the FTC noted, “we’re fo-
cused on the security of consumer
information entrusted to the com-
pany — not its IP portfolio, trade
secrets or the loss of other com-
pany information that doesn’t con-

cern consumers.”
The FTC said it looks favorably

on companies that take steps to
mitigate damage by reporting a
breach, assisting affected con-
sumers and cooperating with law
enforcement agencies.

If the FTC decides the company
under investigation has broken
the law, it will take administrative
action, which may be resolved
through settlement and a consent
order. The agency also can file a
complaint in federal court.

A company under formal inves-
tigation can expect to divert sig-
nificant resources in terms of the
time employees must spend re-
sponding to the FTC’s requests
for documents and other mate-
rials as well as testifying before
the agency. A company defending
itself in federal court may need to
hire outside counsel and other ex-
perts and may be tied up in lit-
igation for years. In addition, neg-
ative news coverage can damage
the organization’s business and
reputation — regardless of the
o u t co m e.

While these investigations are
expensive and burdensome for af-
fected companies, they present
amazing learning opportunities
for other companies. In fact, the
FTC has launched a Start Off
With Security education initiative
and has issued guidance gleaned
from previous investigations.
(Look for more on this initiative in
next month’s column.)

In the meantime, companies
can take steps to ensure that in-
ternal and consumer-facing prac-
tices reflect the company’s written
policies, which should be appro-
priate to its size and industry.

Companies also must train em-
ployees and vendors to comply
with those policies. Companies
that regularly review their data
security policies, employee and
vendor practices and compliance
with any industry regulations may
be able to limit the time, costs and
bad publicity of an FTC inves-
t i gat i o n .

Data security: How to answer
when the FTC comes calling
The Federal Trade Com-

mission wants compa-
nies to know that being
the subject of a data se-
curity investigation isn’t

a reason to panic — u s u a l l y.
T h at’s one of the messages of a

May 20 blog post by Mark Ei-
chorn, the agency’s assistant di-
rector for privacy and identity
protection. Titled “If the FTC
Comes to Call,” the post outlines
what companies should expect
when the FTC initiates an inves-
tigation into their data security
practices, the type of information
the agency reviews and the pa-
rameters it uses during an inves-
t i gat i o n .

The FTC has increasingly fo-
cused its enforcement efforts on
these types of data security in-
vestigations in the past several
years. In the past 10 years, the
FTC has opened more than 50
new data security investigations.

Last year alone, the FTC re-
ported that it took administrative
action against several well-known
companies, including Snapchat,
Fandango and Credit Karma.

The agency accused Snapchat
of deceiving customers. Snapchat,
the developer of a mobile mes-
saging app, told consumers that
photos taken with the app would
disappear forever after a short
time, when, in reality, the photos
could be retrieved and saved by
the recipient. In addition, the app
collected location and address
book data without properly dis-
closing its collection practices to
u s e rs .

In the Fandango and Credit
Karma cases, the FTC alleged
that both Fandango and Credit
Karma failed to take reasonable
steps to secure their mobile apps
by disabling a critical default pro-
cess for security certificate val-
idation thereby leaving informa-
tion sent or received through their
mobile apps vulnerable to attack.

All three companies settled
with the FTC with consent orders
that required them to dedicate

time, money and personnel to cre-
ating, maintaining and monitoring
a data security program.

Of course, not all investigations
result in enforcement actions. Ac-
cording to the blog post, most
begin informally, with the FTC ini-
tiating the investigation on its own
or based on outside tips such as
news reports, consumer com-
plaints or complaints from other
companies. The agency may also
launch an investigation at the re-
quest of Congress or other agen-
cies.

If the FTC decides a full in-
vestigation is necessary, a com-
pany usually can expect to be first
notified by a letter requesting
more information. The purpose of
the information gathering is to de-
termine whether what a company
says about its data security prac-
tices matches what it does. The
FTC also wants to assess whether
the practices “are reasonable in
light of the sensitivity and volume
of consumer information the com-
pany holds, the size and complex-
ity of its business and the cost of
available tools to improve security
and reduce vulnerabilities,” the
FTC said.

Records the FTC may expect
the company to hand over include
documents related to the orga-

n i z at i o n’s policies and practices,
such as audits or risk assess-
ments that the company or its
service providers have performed;
the company’s information secu-
rity plan, privacy policies and any
other promises the company has
made to consumers about its se-
curity; and the employee hand-
books and training materials. The
FTC says it also may want to
interview employees and people
outside the company, such as data
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A company defending itself in federal court may
need to hire outside counsel and other experts

and may be tied up in litigation for years.


