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Administrative Reminders

o After today’s presentation, we will email to you the
PowerPoint slides.

o We will also email to you an evaluation form. CLE rules
require that you return the evaluation form before we can
send you the CLE certificate.

o You can ask questions throughout the presentation by using
the chat feature that is on the lower left hand corner of your
screen. We’'ll also have Q&A at the end of the presentation.

o For New York CLE credit, you'll need to write down the code
you’ll see about half way through the presentation (we'’ll
remind you when it appears).



Overview

o

o

o

o

The views expressed are my own and not necessarily
those of the FTC or any individual Commissioner

FTC Advertising Law 101

FTC Endorsement and Testimonial Guides

Online Behavioral Advertising



FTC Advertising Law 101

o Ads must be truthful and substantiated

o Ads are deceptive if they are likely to mislead
consumers about something important to
decision to use/purchase

Express and implied claims can mislead
o Ads are evaluated as a whole

o Ads are interpreted from standpoint of
reasonable consumer

Ad may have more than one reasonable
Interpretation




What Is an Endorsement?

o Any advertising message that consumers
perceive to represent the personal views of the
Speaker.

o The views expressed by the endorser may be
identical to those of the sponsoring advertiser.

o Endorsement can include: verbal statements,
demonstrations, or depictions of the name,
signature, likeness or other identifying personal
characteristics of an individual or the name or
seal of an organization.



What are the Guides?

oAdministrative interpretations intended to provide the
basis for voluntary compliance with the law by
advertisers and endorsers.

oThere are no fines for violating the Guides.

oPractices inconsistent with the Guides may result in
corrective action under the FTC Act by the
Commission.

oWhether a particular endorsement or testimonial is
deceptive will depend on the specific factual
circumstances of the advertisement at issue.



Background on the Guides

Up until last year, the FTC Guides Concerning Use of
Endorsements and Testimonials in Advertising

(16 CFR § 255) had not been revised since 1980, when
they were issued.

In 2007, Commission initiated review of the Guides.

In November 2008, proposed revisions to the Guides were
published for comment.

Comment period ended in March 2009.
Final Guides were issued on October 5, 20009.
Effective Date: December 1, 2009



The Revised Guides:
Principal Changes

o Requiring disclosure when advertiser has
paid for study touted in ad

o Deletion of “results not typical” safe harbor

o Addition of examples of disclosing material
connections in social media marketing



Sponsorship of Studies

o Old Guides: No need to disclose when
advertiser paid for study cited in ad (on theory
that substantiation requirements would be
sufficient to prevent deception)

o Revised Guides: Knowing advertiser paid for
study may affect weight consumers give to study
results, so study sponsorship should be
disclosed




Generally Expected Results
... Typicality

DILBERT £ Scurr Asass




Endorsements: Typicality

o An advertisement:
employing an endorsement;

reflecting the experience of an individual or a
group of consumers;

on a central or key attribute of the product or
service;

will be interpreted as representative of what
consumers will generally achieve with the
advertised product in actual, albeit variable,
conditions of use.



Endorsements:
“Results Not Typical”

o Unless the advertiser possesses and relies upon
adequate substantiation for this representation, the
ad should either:

A. Clearly and conspicuously disclose what the
generally expected performance would be in the
depicted circumstances; or

B. Clearly and conspicuously disclose the limited
applicability of the endorser’s experience to what
consumers may generally expect to achieve.

o Revised Guides eliminate option B




Social Media Marketing

1 MEED YOU
TO PRETEND YOURE
SEVERAL DIFFERENT

CUSTOMERS AND LIRITE

POSITIVE REVIELS.

HECK MO. IT ONLY
CROSSES SOME ETHICAL
BOUNDARIES AND
VIOLATES THE TERMS
OF SERVICE FOR THE

AMD DEPEMDING ON
YOUR RELIGIOUS VIELWS,
IT MIGHT BE A HICCUP
ON YOUR, LUAY TO
PARADISE




Advertising In Social Media

o Social Networking sites have developed into a
medium for advertisers to reach targeted
audiences

o Same advertising rules apply regardless of
medium or venue

o But application of rules to social media may be
less obvious than application to traditional
media

o Updates to Endorsement & Testimonial Guides
should help



When Does a Consumer

Become an Endorser?

o Answer: When — viewed objectively — the
consumer Is being sponsored by the marketer

o Consider: Is speaker acting independently (in
which case there’s no endorsement); or is
speaker acting on behalf of advertiser/agent
such that speaker’s statement is an
“endorsement” that’s part of an overall marketing
campaign?



When Does a Consumer
Become an Endorser?

o Some factors to consider:
Did advertiser compensate speaker?
Did advertiser provide product for free?

What are terms of any agreement b/t
advertiser/speaker?

What is length of relationship b/t
advertiser/speaker?

Did speaker previously receive free products?
What is value of free products received?




Product Promotion by
consumers

o The FTC is not concerned with genuine consumer
promotions or product reviews.

o These types of product promotion are not likely to
present issues under Section 5 of the FTC Act,
prohibiting unfair or deceptive acts or practices.

o The FTC does have concerns when consumers are
speaking on behalf of marketers and that fact is not
disclosed.



The Bottom Line

o Old laws still apply in these new settings

o Truth-in-advertising standards are the same --
endorsers must disclose material connections

to advertisers — these

standards apply to all

types of marketing, including:

Viral, Stealth, Gueril
Marketing, Flog Mar
Advertising, Viral Vi
Networking Sites.

a, Buzz, Blog
Keting, Blog
deo, and Social




Endorsement and
Testimonial Guides

o Advertisers and consumer endorsers,
such as bloggers, must pay attention to
the revised rule regarding endorsements
and testimonials, which have been
updated to include examples relating to
social media marketing.



Endorsement & Testimonial
Guides

o Endorsement Guides require disclosure of a
connection between a seller and an endorser that
might materially affect the weight or credibility of the
endorsement

o A material connection is one that isn’t reasonably
expected by the audience

o Examples of such connections include:
Seller is compensating endorser

Endorser is employee or business associate of
seller

Endorser Is related to seller



Application of Endorsement Guides
to Word of Mouth Marketing

o Consumers wouldn’t normally expect that
another consumer has been compensated
to talk to them about a product

o Consumers may reasonably give more
weight to another’s views -- based on the
assumption that speaker is independent
from the seller -- than they would if they
knew the speaker was being compensated



Application of Endorsement Guides
to Blogging

o The proposed guidelines require bloggers to
disclose not only when they are paid by a
company, but also when they receive a free
product.

o Blogs that promote products are consumer
endorsements. To the extent they're paid
for, they come under jurisdiction of FTC.



Financial Ties Should Be
Disclosed

o Under the FTC Endorsement Guides,
financial tie between seller and agent
should be disclosed



Free Products

o Free products can be considered
compensation

o May be fact-specific: what is the expectation
of a positive endorsement?

o What is the connection between the
advertiser and the endorser?



o Blog Product Review
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Message Boards

o Employee relationship must be
disclosed

o Advertiser should have policies In
place and train its employees
regarding acceptable social media
practices



Street Teams

o A marketing program to promote the
advertisers’ products

o Something of value is being provided Iin
exchange for promotion of the product

o Disclosure is required, and the advertiser
should take steps to ensure disclosures are
being provided



How Should Material
Connections Be Effectively
Disclosed?

o Disclosure should be part of the message
so it can’t be missed. E.g.:

Acme Co. provided this product for me to
review

XYZ Co. sent me to Adventureland to
experience their theme park

On Twitter: #paid, #ad
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o Sponsored Tweet?
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When Is Marketer Liable for
Endorser’'s Statement?

o If endorser makes false or unsubstantiated
claims for product, advertiser is potentially
liable. To limit potential liability:

Advertiser should ensure its endorsers
receive guidance/training re need to ensure
statements are truthful/substantiated

Advertiser should monitor sponsored
bloggers and take steps to halt continued
publication of deceptive claims when
discovered



Things to Remember

o Consumers have a right to know when they are
being pitched a product — advertising must be
identified as advertising

o Material connections must be disclosed; Know your
target audience and tailor disclosures appropriately

o Policy and training will be essential

o Misleading and unsubstantiated claims are still
unlawful

o Both advertisers and consumer endorsers being
sponsored by the advertiser are potentially liable



Online Behavioral
Advertising: Background

o Online Profiling: FTC began looking at online
profiling in late 90s.

o Held a workshop in 1999 on online profiling,
and subsequently issued a report to congress.

Formation of NAI; and

Recommendation that Fair Information Practices
that should be included in any legislation.

o Tech-Ade: FTC revisited the issue at our Tech-
Ade hearings in 2006, where we explored this
area further and noted some of the advancements
In the world of online profiling



Online Behavioral
Advertising: FTC Town Hall

Town Hall: As a result of Tech-Ade hearings, as
well as privacy concerns associated with the
Google --Doubleclick merger, FTC held
Behavioral Advertising Town Hall in November
2007.

We discussed:

* Benefits of OBA: Relevant advertising,
reduction in unwanted ads, free online
content.

* Risks of OBA: Largely invisible practice.
Not all consumers understand what
cookies are. Sensitive data could fall into
the wrong hands. People don’t want to get
advertisements based on the collection of
their sensitive information. Also could be
used for price discrimination, etc.



Online Behavioral
Advertising: Public
Ccomments

o Comments

We received 63 comments on a set of
proposed self-regulatory principles from 87
stakeholders, including industry, academics,
consumer advocates, and of course
consumers.

Comments addressed issues such as:
Distinction b/t PIl and Non-PlI
First-party OBA
Contextual Advertising



Online Behavioral
Advertising: Self-Regulatory

Principles

o In February 2009, the FTC staff issued a
report, “Self-Regulatory Principles for
Online Behavioral Advertising,”
summarizing and responding to the main
Issues raised by the comments received. It
also sets forth revised principles.

o The key issue concerned how online
advertisers can best protect consumers’
privacy while collecting information about
their online activities.



Online Behavioral
Advertising: Self-Regulatory
Principles

o Definition: the tracking of a consumer’s online
activities over time — including the searches
the consumer has conducted, the web pages
visited, and the content viewed — in order to
deliver advertising targeted to the individual
consumer’s interests.



Online Behavioral
Advertising: Self-Regulatory
Principles

o Principles:
(1) Transparency and Consumer Control,

(2) Reasonable Security, and Limited Data
Retention, for Consumer Data,;

(3) Affirmative Express Consent for Material
Changes to Existing Privacy Promises; and

(4) Affirmative Express Consent to (or Prohibition
Against) Using Sensitive Data for Behavioral

Advertising.



Online Behavioral
Advertising

o Issues we continue to monitor:

We are concerned with the anonymity issue.

Still a distinction in industry between PIl and non-
PII.

Because of leakage, statements like these are not
always accurate.

The techniques being used to circumvent
consumer choice.

Third party cookies acting as first party cookies.
Flash cookies.



Online Behavioral
Advertising: Sears Case

o Sears offered an incentive to customers to download
software that would essentially monitor all of their internet
activity.

o Initial statements said they would “confidentially track
your web browsing.” In fact much more significant
tracking than that.

o The end user license agreement (EULA) did not cure the
Initial misrepresentation.

o Company settled charges. In addition to destroying
iInformation previously collected, if Sears advertises or
disseminates any tracking software in the future, it must
clearly and prominently disclose the types of data the
software will monitor, record, or transmit, prior to
Installation and separate from any user license
agreement. Sears must also disclose whether any of the
data will be used by a third party.




Online Behavioral
Advertising: Privacy
Roundtables

o The FTC is hoping to take a fresh look at privacy by
evaluating existing frameworks, both regulatory and
self-regulatory, and figuring out how best to tackle
the ever-growing practice of data collection and use.

o Roundtable No. 1 - December 7, 2009.

Discussed benefits, risks, consumer controls,
business incentives, and whether self-regulation
IS working or whether regulation is needed.

o Roundtable No. 2 — January 28, 2010.

At Berkeley. The first panel will focus on privacy
and technology, where we will discuss the ways in
which technology has helped to advance consumer
control on the Web, as well as ways that
technology has been used to circumvent
consumers’ choice.



Conclusion

o

Social networks have changed the way in which
consumers interact with each other and with
advertisers.

The FTC continues to monitor the social media
landscape and will use its authority under
Section 5 and other statutes to bring law
enforcement actions where it sees fit.

FTC enforcement will likely focus on
advertisers.

Following its ongoing “Exploring Privacy Roundtable
Series,” the FTC will determine how best to protect
consumer privacy while supporting beneficial uses
of the information and technological innovation.



Questions?

o Contact Stacey Ferguson at
sferguson@ftc.qov

o Or visit www.ftc.qgov






